
Setup OpenID Connect OIDC with Okta

This slide deck presents a step-by-step guide on how to configure OIDC as Single Sign-On 
method in n8n using Okta as SSO provider.

Including (from slide 14):

● instance role provisioning from Okta
● project role provisioning from Okta

Use this slidedeck in conjunction with our docs:

https://docs.n8n.io/user-management/oidc/setup/

https://docs.n8n.io/user-management/oidc/setup/


Create new Okta app



Create new Okta app



Configure redirect URIs

Same URI as Sign-In, but no sub-path



Skip group assignments & save



App successfully created



Set Client ID and Client Secret in n8n

Set to "Login (Force the user to log in)



Setting up the discovery endpoint



Add Authorization Server



Authorization Server created



Get discovery URI

Take the first part of this URI until
including .well-known/

Append "openid-configuration"

Verify that it's working in a new tab



Set Discovery Endpoint in n8n



Activate Single Sign On



Single Sign-On with OIDC should now work 🥳

Next chapter:
Configuring instance role and project role provisioning via OIDC



Add n8n scope



Add n8n scope



Add n8n scope

✅



Add n8n_instance_role claim



Add n8n_instance_role claim



Add n8n_projects claim



Claims are ready 

✅



Claims setup is done, now let's create groups to configure
claims for a set of people



Go to Profile Editor

This profile was automatically added when
we created the new app in the beginning



Edit user profile of created app



Add n8n_instance_role attribute



Add n8n_projects attribute



All attributes added



Add a new Group



Add a new Group



Assign your App to the Group



Assign your App to the Group



Assign your App to the Group



Assign your App to the Group

<project-id>:<project-role>
You can get the project-id
from the URL when viewing a project



App assigned to Group



Add People to Group



Add People to Group



Add People to Group



People in Group overview



Enable User Role Provisioning in n8n



Enable User Role Provisioning in n8n



Migrate your SSO instance and project access attributes



Enable User Role Provisioning in n8n



Done


